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B Risk— combination of the probability of an event
and its consequence

JE\bE — B AR B R e 2 E
ISO Guide 73:2002
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B FEHE %=

B Risk - effect of uncertainty on objectives.
Bz - BIRMNAREE ZRE -
ISO/IEC 31000:2009

efihestomihe domage wes
| nb@ﬁéﬁhble, [ knew exactly who

ﬁ.@*&'un

{8 NE R AL E g i Bla faat i VIR0




EZEENER

® Information security risk - potential that a given
threat will exploit vulnerabilities of an asset or
group of assets and thereby cause harm to the
organization

BEZEAM - SERESNAE S —FEENSERNIE
REERKRNIRRAEE AN -

ISO/IEC 27005:2008
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What Is

Risk
Management
?
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38D

&l B

B Risk management—coordinated activities to
direct and control an organization with regard to
risk

B b E e e S A il 4R 4o B E PR B BA RV 17 SR VR &

NOTE : Risk management typically includes risk
assessment, risk treatment, risk acceptance and
risk communication.

%2 —RUERSEERRTE - BREE &
BES - REKES -

ISO Guide 73:2002
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ISO 31000:2009 /3 3

ti,ﬁiﬂu ,@']:E Emﬁ g

g fEEIREL - 228 RIEEERE
IBVP22 B IR A Zi=< =2 0ILTE ISR PR
a) Creates value
Mandate
b) Integral part of and
organizational processes commitment (4.2) — ‘trh —
— stablishing the contex Ll ent
c) Part of decision making Y (5.3) BEE
v
d) Explicitly addresses _
uncertainty Design of _ Risk assessment|(5.4)
framework m
e) Systematic, structured for managing risk "E' ¥ .
and timely (4.3) 2 |- :.I Risk identification (5.4.2) I: b :
;: —
f) Based on the best = E
available information s S
~ Continual Implementing : =
g) Tailored improvement risk 1 1 = v =
of the * -
management £ |e+—» Riskanalysis (54.3) |e—»| 2
h) Takes human and framework (4.4) ) [ yeis | ) | £
cultural factors into (4.6) 8 2
account = 5
2 =
E
i) Transparent and inclusive| E
v
O
itori el ool ; .
i, M Monitoring «1—»| Risk evaluation (5.4.4) l; >
responsive to change and review
of the
k) Facilitates continual framde;\rork
improvement and (4.5)
enhancement of the .
organization 4—>| Risk treatment (5.5)
Principles Framework
(Clause 3) (Clause 4) Process
(Clause 5)

Reference: ISO 31000:2009--Relationships between the risk management principles, framework and

laYdaVYaYaYatal

ProCcCoo
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& 2225 T hO
R lEEIEEEE
Mandate and commitment (4.2) 2 #E 1 #GE

2

[ b E IR LR E R

Pal—1
F=

« Accountability (4.3.3)ER &M
 Resources (4.3.5) &R
Y AEL SR S

I

21 HMER S 3 B R

Design of framework for managing risk (4.3)

« Understanding the organization and its context (4.3.1) v f2#H 4 EAE IR IR/
« Establishing risk management policy (4.3.2) %2 17 E R EIRE 2R

« Integration into organizational processes (4.3.4) 25 AR & R1E

« Establishing internal communication and reporting mechanisms (4.3.6)%2

* Establishing external communication and reporting mechanisms (4.3.7)

U

Continual improvement of the
framework (4.6) &L=

G

Monitoring and review of the
framework (4.5) Es{REIE&H LD

18

Implementing risk management (4.4)
BiTEMER
* Implementing the framework for
managing risk (4.4.1) BfTEREIEZR
1B
* Implementing the risk management
process(4.4.2) B1TEMEIRRZ

)
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Reference: ISO 31000:2009
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TR

Risk communication
[El b & 5

Context establishment
FEWAE =

Risk identification /& & 8 Al

Risk estimation & &5 5T

Risk decision point 1 JiE\ g L 7E T 1
Assessment Yes PV R

HES

B

AN
o
A

Risk monitoring and review
JENYS

satisfaeie _ =
Risk treatment JE 3 I8
Risk decision point 2 JE\ i o B2

No S
Treatment satisfactory <, > T T T
Yes

End of first subsequent
iteration

{8 NE R AL E g i Bla faat i VIR0

G R E G

Reference: ISO
27005:2011

13



38 5 1 B



B & ERBIEEEZ(PCA)KIEER

B R
IRRTEESK

ZNE PN (EVN=EE

PRe& /AR 1T BEMEEZ

A Al \PCA

«ISO270013&
3 = (8] 5 R & 220K
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B AEH(FETL)EEEmBREHIZ E(])

n EE-EEANSEM
o SEREEESEABAREEZEEER - KMEREESHER
PREEZK °

o EESLESH  WEHBRFEESEE -

n EH-EH - pUEREREE
o HEFKRERBHNEURESLHEEHES
o REBEEFAIEATEX  BEBEHSKIEEE -
o P5ElIREER SR MMAES] -

m AR-EE - 86 - REEERDSMIERZEEES -
o [REIBEMARER - BEREZSEXINEFEREE -
o HRMERRBmENZS - AETHRE|MEEIERS
&R -

ERHR: ISO/IEC CD 29101 Information technology — Security
techniques — A privacy reference architecture
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B AEZEM (=R B EarEEEHIZ S ()

B FEEF-UAAREN MR ETEN
o MFZERERERAAEE  BEREFRASRIXGE - W0

i -
e FEMENERZHT REMGEEAEREEEAER -
][%gﬁﬂbzo
B IREE-MIFR - ER{E(anonymized) - 177 - 83T - RIES
EF

o TABHMEERERILER  WERIE -

o WESHEREBEEZEESAIGEASENX - DIKHEEREH
PRIEFTEIE -

ERHR: ISO/IEC CD 29101 Information technology — Security
techniques — A privacy reference architecture
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=fhiE 2T & (PIA)BRY

m DIEAhRERZLOES

w5 Bl E R AL RY O] B B M (accountability) - (5 E
IR&MEEE - EHARIOEMSEHENTE
(responsibility)

B RERRBLENER
B RHEEREREAEHM R (data flow)AY X HF4a 58PSk Y

FXREAR - REF - BRAETEEERAEMMBERANESEE
R HY AR 1%
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Bl S EMZBEHEN
FRINFNEEZAR
FRINFREEZEZNA
BRMZEEZEZEHBER
FiaEH A ZEREER
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B &2 e ?
ERBERIVEEREILUIES VETT ? NEFREF ?
ABLE R B E E R ?

& & a0 o & A 2457 ?

RE O] IFHUELE(EE ? VA A ?
AHBEE=FEREE ? BEZEHNAD ?

E& AMERVETRT ? (EFEARE)
[E&EFEFEM ? BMLSNRE ? (REFHAR ?
HERARFHRNEENCEE ?

{8 NE R AL E g i Bla faat i VIR0

20



BRI B PR E

REEE IS

BRIk 3 =RVE:

. SE{TE

2 STl BE R 1T
EPN =T
BAFEE

TES%#

SRKLEZ
i B ELARON;

o] 35 Bl Bl #&

SR BB -
=af

SEE ) YN [EPNEETE BRI 177
RE HE R &ity

{8 N B A g A L E e T i VIRO



E&E% - FREENER

m EEEFENIF
o BHRARE - BE 2R - MEE - BERSRILER
ZEANER - AMfeEE - BESAA -

m & & AN TT Al Rl S5 MUK
o ME-IEERAFNTTCIRE_IBFIIIZZREN -
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E2 . FrRET - BE - SR BREEEALE -
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o MEFE-TEMEENESMEIBIT ZEAER -

o EBERE-RIFHEBERRETZEZRZE/R - M
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BS10012 FEFAEE LT/ MIRTEER

= 6.1.4 [ERAEZEFT(E (PIA)
HEEREEBARAESHNEENEBALGESITAIE
o ARV NAEFEERBNEEER - 815
- Bl ;
- BIRAARTEE SR (2N NEREN) ;
- ERERIREERD(SR 0.2RERR(SR 6.1.2) - LIH5
WA IR(2 6.1.5) -
o b) BREEZENERGEBE—X  BUKOJLEE -
o c) BAEMAEEFOBEERAIER RERR - DIFE/RM
BT AR AR
— AABIIERA - M EELR
- WEAARFIRERNEE ;
- IAEAAEE  MENFNEERE ;
- WRBNEREEFRREE AREE - HYBELSD)
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BS10012 FEFAEE LT/ MIRTEER

m 6.1.4 RAEEFME (PIA)-&

d) #AlS EEEAER(2688.2.2.2) - LUKHESEMR
BRIEE/IZ ;
e Pl EPEIERE ;
) AT BEFA R B
— VL EREA E R E PR R 2 EIREIRER - algEER Y
BEER ;
— 2)FHML TSR E P s i P P Al 2 PR 2 AR E R o Bk
— JVREREFERIELR ;
g) FHfEEAVERE - B3
— D)i&E koA 45 SR A R P 2 Rl dE 1T LSS ; P
~ 2RI EEA AR ARERELRF -
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Context establishment
FERVAE =

(EPNEER NS
EH#J/X%
BEIR T

NEAEED

%/D\ZHB/\AE:F'TE

I l
e R |
11 Risk analysis]#| [ : .E
S ! l ©
= I
5 Ingl | 2B
cE | S VH
o = D e Y | ‘c &
X% | ' £ =
[ T I -~
Risk decision point <L s . o
Assessment y O J—ﬁ%ﬁﬁﬁ &
gatisfgct - =
Impact
Risk decision point SECITM Modificatio
B =
1 satisfactory T REE e
C )
End of first subsequent iteration VL N >
R R A R # = Probability VH
Reference: ISO 27005:2011 28

{8 NE R AL E g i Bla faat i VIR0




Wik - RS

38p
ik

&l B

B - 5\ R 48 48k Py D B 9 = 22 B B
[& fg2E5 AR/ & f

IRA 1l fahiE 2 55 AR
IRBEHEN 2 B

oJBEME

BEE

oJgEtE x BEE

B b E R FIE

B iEEEExIERF

RMEEIERT S, BEA, Rt BHER, EE -
H

{8 NE R AL E g i Bla faat i VIR0




H

/—

171

&

5 (PIAZE _[5ER)

4.4 [E BT

_________ A FlH o | & .

_é —c/ v‘e"" ;‘sjE % @ EHZEE I

Al g E =B
Bax 2 3 6 a |
FEE | RE |
& I
BRA | —ED KB 43 12| #hEkef
gt por = | s
s 1
BN | —ED FREE nugﬁymﬁ
BB K& RAIIE/ |
FaE | CCTV
EMz | —ED HEE w |
e | 20
Zhe |
E3 l— — e . -

{8 N B A g A L E e T i VIRO

30



BS10012 |

=
55
o
i;#;ﬂi

® 6.1 5I35$1.\HI3 =

iR ER L EAEAE R EEAE(SR 8.2.11) - LUER

NIIEEIR .

o a) EERAMFEAR - BEEEVZEAEREEEIR
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Risk treatment [@& b = IE

risk assessment results

}Ell BE—R qu EEZI’:-[ mA %

Risk decision point 1

Satisfactory ey
FERAN

Risk treatment

}—H} F‘E@ Risk treatment
[ Bz iR 3

IS

modification Risk retention Risk avoidance Risk sharing

JFEL Pz 5 22

Residual risk
Tl B [ Pz

_ Risk decision point 2
Satisfactory Treatment B B2

BRI =

(B NE B AL E B S hT B R 578 VIR0 Reference: ISO

27005:2011
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VH

Consequence

AR

VL

Retention Modification
N EIHES

I

Probability
A REME

VH
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Risk

#4

#6

#2 #9

VH

VL

#10
#1

HE NN

1 Baseline

«snnsn Protection
SRR
Level of Risk

“FRTTT Acceptance

H 52 B Tk

==s Benchmark

T

R.I.
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Risk

Baseline
. Protection

PR

Level of Risk
Acceptance

H 52 B Tk

#11

EEFN N EEEERN

==s Benchmark

T

R.I.

36
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Risk

VH

Baseline
EEEEEEER PrOtectiOn

PR

Level of Risk

Acceptance

HI 57 B gk

)

Y1

=nnns Benchmark

A
7N

VL Time

T1 T2 13 T4
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Risk treatment
[7| b5 AR T

35
i

Risk acceptance
7 P

Risk treatment
plan & s E3E

Residual risk
assessment

x4z SEERE PR i

Risk communication
[Zl b 5

Other

Decision stakeholders

makers JRERZE

HthFZRREE

Risk monitoring and
review

ERE R ET

Risk monitoring ,
reviewing and
improving

B Bl

ERSES EoiE . mEBINE

Monitoring and
review risk factors
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Reference: ISO 27005:2008
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